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Abstract: Proxy re-encryption allows a proxy to convert a ciphertext related to a certain access policy into another
one with a different access policy without uncovering the underlying plaintext, which makes the proxy re-encryption
technology to be an important technology for data sharing between users. However, the proxy re-encryption schemes

are mostly based on single authority, which have some problems such as single power and performance bottleneck
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of the authority organization and high computing burden on user’s client. At the same time, most schemes do not
have the five basic characteristics of proxy re-encryption: one-way encryption, non-interaction, repeatability, con-
trollability and verifiability. In order to solve these problems, a CP-ABE proxy re-encryption scheme for cloud
computing based on multi-authority with repeatability and controllability was proposed. Based on the ciphertext
policy attribute encryption scheme, proxy servers of encryption and decryption were introduced to reduce the com-
puting burden on the user’s client, and multi-attribute authorization were set to disperse the authority of the central
authority. The proxy re-encryption was improved from multiple aspects. Random factors and ciphertext sub-item set
in the re-encryption key can realize one-way encryption and controllability. The re-encryption key was indepen-
dently generated by the client without the participation of servers, which can support users to share data when the
data owner is not online. Encrypting the ciphertext sub-item set in the initial ciphertext many times can achieve re-
peatability. The verification sub-item set in the initial ciphertext allowed the user to verify whether the outsourcing
and re-encryption results were correct. Compared with other schemes, the user’s client computing overhead of the
proposed scheme was small, and the user can decrypt the original ciphertext only by performing constant times of

exponential operation. Based on g-parallel BDHE assumption, the security analysis showed that the proposed

scheme is secure against chosen-ciphertext attack (CCA) under the standard model.

Keywords: repeatability, controllability, cloud computing, multi-authority, proxy re-encryption

0 5|

b = TH SRR S AU A TR, ok Z
AR A NAR RSN AR E = (H B IRSS
et (CSP, cloud service provider) & :1]{5
BT, NATTRS A7k B HHE D0 H 2 B oRL 5080 Y 22 4= 1k
FnsesebE A, g2k T Bl B T e
U 1) 28 1 3 AR AT DU R a0 1 22 4 5 ) o), oK
% SC g B T )& 1 n % ( CP-ABE ,
ciphertext-policy attribute-based encryption) 2%,
ST AR L R U5 T 42 1) o

{H2&, BUAT CP-ABE {387 LIRS T8 K
U I S AR A, T B N R AN = DL =
P SCEAE SR ] o DR E 5 NAEE EE I B R 5
LB 2 430 7 55 1998 4F, Blaze 2P H
B INE S, v — a5 AR S
% (PS, proxy sever) fEAMRES H I SCHIME LT,
FEHUN (delegator) Alice 23 EH N 1% SC 5
NN (delegatee) Bob A8H % )% S,
TEARFE IR PS TSR ST AR5 B

CP-ABE 75 S B8 J& 1 F U7 il 5 K im
THAE, AT AP RS, RAER A
o) JE M S EUE B R E Vs i g ULECR, H
FAURPREARE AT U 1), 3K 2 SRR FE U ] 455 )
A BT Bz, BAREEMNEBEAI A

CP-ABE ™A SEISRME S, ROARER R 55484 —
Tl U 1) SR W ) 255 1R 8 ST 489 By — Fofn i i) 5 s T
BB, W] LA R S — FhU e SRR )
ITEARMI TR, SRR =, BN AR
RO S IR TR R g N Ek . AR
EHIRRIG, A I FRAE AR R 55 A e A, I
2o VB R T SRS 00 R SUAS 2 7 R H i itk
7 TR LIS

PR N2 7 R 2 e @ MR A LA S i
BRPIUREH, FAEPIRIE R, 5N RGN
PEREMSEE )8, (R EAR SCHR 22 J8 M B2 LA
EHH R FR, BUA 2 R R B T 1)
ARBR N2 7 & R 2 BRI R, s
Wk EZEME, mAW AT EEE TP
SATBAEED), R SCRR[611 T R, AR
TR EE RSN o E 2 AR O
CP-ABE R E %7 & %7 RHA W FRES .

1) £ 2 )@ PERERC O N S REACEE 5 s 5
RIS PR fEE N R B LA F,
RIFTCIEAF FIBENLI F s T ik AT i,
i UL 11 W) e 15 R 1 PO 1 ot o2 R
FRE R P oS AT, AT = H, M
SEPL T RS B s 3@ BE ALK T2 S N
SEIL T EE M R EAWIAG % SR E B L
FIUAT DA A A RET F N a3 s SO AT IR, Sk



<178 ¢ W2 55 (5 B 22 Al

E

BL 7 APt A0a e SO IR T XA X E
GURBHTIOUE, SEBL U ATIRAENE, B T U5 R
A

2) 1EZ JE MR O T 4B A BN
Ao FEANE B, B Bex s FHRS 2 2
FEfE BB A E R BRI X M AE 2 i 1Y)
HE SO AT s, i P o R AT IR
BosHi T LUR e, B T R R SITA

1 HEMR

Ui Rl X P SR U 3R T I, AR
i Sy sk v R B AT RUR, 2%
WA iss i prpEY, (BERIFEHRE S,
) 35 TR B A AR, 3K N R R B R AT N
2007 4, Bethencourt 22 CP-ABE I %, %
TG T 5FA Z T,

RIEMHEFFZTHONE, Waih5.
CHER AP, BTl BT RS TR
Pk oy T R T B 3 TR AR
Hfns gy e, X S T B e A
AR,

AREE 0% A R ML AEE 5 R R, 2009
4, Liang ZPIEAQHE E N H ARSI N CP-ABE
W, PR CSORISE TR ENE TR, @
7 CP-ABE L2177 [ SEmS 4 4 1) i, (HAZ 7 5
NEA R EXEEMATEEN, HE3 T
RSO %A N E T BRI A tE, 2015 4,
Liang! *W& Hy 7 HLA7 38 I P 348 95 55 S0 22 4 (1 AC
HINE 7% . Kawail 2 1 2R O AN E K
HINEEH, LU SCRR, P HATR /D
THEL I A2 B OB H AR R I3 55 T R, 1)
KR T H P B EIFEY, EATA I D% 5%
B — B ORGSR R G T
I, [FNH PR T XS E IS ) EE,
Ah, G RABA B, B EME. Ge MY
P T — M R RS SR AR TR
PEACERE N 7 &, HSCHRHE R Rl U5 R 4544,
HFEFACEA R, FELEME. 2019 4, D5
PESEOIR 1 SRR 2 B 10 3 8 P4 EE
WHE, ZHEWE S PR, (Hiz s R HIAE
TIEF A DL E TR RO T

RN, FAERGMEAN ST 78, ZEMIERE
B AT PR K 58 1 i

Chase"" i th 2 B AU J& M T I 5 %,
EEE S E AR 2R v iR e o Y- RS N 2 S
% Pt ST R, Chen SOMR HY T 7 TR 25 Th g
M2 JE A h LRI E T %, SN TRSE
Whg. REHEPUR L —FhET BN g 1 £ 42
b PR, B T BN m AR
R ARFEMERE, ENAFRAE. FLEH
o APLLEPUR I T — R TR 242
B i P35 58, a3 A 2 — B 2 i 437
A, IR T TR, SRS R ) I
FAE (0 [RD IR DR FH P RS RA o DR IR 22 32 B0 0 R
A WG RI AN [ S R () e R, A/ AR )
e B 8 1 55 =7 A PRFEAR 1 F P BT ST,
FINACEL N3 A S 1 AN R 18] AR AH ]
AR B 5, (HAZ T AR AT A
stk ERSMGE R, BEESPR L
SRR T AR s A A R AR T 5, A
ARBE H N B BRSBTS ] G50 S (A4, 97K
TASRIEH, HZT7 R RGE R TR g 4,
H stk GBS B, G 7 — T
IR A2 T R R = s 3 = A =
BT, HiZEEINE T ZAW LT EENS
AR o R T ACEE AR 55 4 2 1 A7 E AU it R
GuolVE 42 AT o] B3O ARER s %, i
REEMEZAUCE BLEA R R RE ), B e 45
R BmTr, 27RO R BRI AR EAE
SaliguEtt, R AR R PR A iy
&, ANRESEILARRLE Uy [ 42 1 o

2 REBEMELR

2.1 BRFRM

(1)

M Alice £ Bob [1Jf#% A LR Bob |
Alice I N, B fevF—AN 7 RS, ASAT
W ey AT BN o PROAAREEAN 38 =N #
PIBENLEE 7, A o] LI B AT il s e,
L GIEH Bob U7 7] 56 0E (M, p') AN Alice VT
) SRS (M, p), BIAREEANRE AT s, B
AT,



EXE X5 w2 A0 CP-ABE QB HIN% 77 % ©179 ¢

(2) FEZH M

Alice FJLA#H Bob [/ 574 pl 8 s % HH
rk , M FRLE P O RBGE % AT, AR
BUTAT SZASAE 28 =5 28 oo

(3) WEEN

PS 1] DA AH [F] %5 SCREAT 2 U0CE N % - F Bl
HUIA - d N FE 028 SR 4 v, I dm i
E(g") 5 #1175 1) 25 ¥ K 5% 21 1 =80 % 2% 55 1
— Ry o FIFH E DA AN SO T R I, A&
FS ) B % % ST ER S A B AL R 1R SRS 4y
JRUGBE S R o A5 BN 2 SCHAT Z IR E &, Kt
BE DL 7 358 43 %650 C, 33047 B i BT

(4) ATk

¥4EEE (DO, data owner) AJAIEHI R
REREPHHMTEINE . B UEELES, fF
N SR A TR BRI LT ILC, 2,
DRt S AR 2 3 ST IR E % SR S RE
B

(5) ATEEE

FH P 0] DLSGUE 350 Ji5 (1) 2% SO 75 1R R . 4
DO ZIIFHE N2 LR M b, WHEHLSER
AVRELTIC, C,Ki%k% DO, Kik:

4 H3'(6)
V:(azzggJ —e(g’g) ()

B

S
Shizas

W
S’ i EAS

# Cy=g™ " o, W PS Hnw 4 R IEH

¥ DO LB IF A B4 AR5 [ 45 LR 5 IF

i, MR SCTIC, « C MTRIEE Y W HEAT
5 B4 T

key|| f=H,(W* )@ )

Cy =g "W g, AN il 45 R
1EH
22 MLERIEE

Z AL CP-ABE AR E N 7 5 I 2% 45
R 1 R, AFEH RN (CA,  central
authority) . JEMEAZAIAL (AA, attribute authority) +
#4583 (DO, data owner) . H/* (User) . =k
S PEE P (CSP, Cloud Sever Provider) » k45 %%

FEAUFANEEHRS S REME RS & A
B IR S5 AE EIn ik 55 4% DA S K i B
55 4. A RE BEAR 55 48 70 BT AL EE User 257 Hi 4
AZHIVT R BESR s AREIN R 55 4 X DO H 8 3 n
WRR AT s R s ACERRE IR 55 S AT S
7] M 1Y) User ZER U5 1] (158 #EAT #0 0 fods 4K
BN AR 55 A T CAAE AN H W SC R 2 TR X
TS BB SCAFEAT U 1] SRS RO ke, SEBRABAREAL
BATLAYTIA), GRF] T U5 BRI, SeIL T sy
TR s Bl R 55 A P ORA O I (Kt
A AR S HR AR ST R 245

e, Ll sk
CRTIZEkAS Iz 1) =
8 Rz o

BA

RS o
%
o
s
T

i

B 1 2Rt CP-ABE fUCHL E i %5 7 %8 P4 45 157

Figure 1 The model of CP-ABE proxy re-encryption scheme for cloud computing based on multi-authority
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